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Privacy Nofice -
Staff Policy




This privacy notice describes how we collect and use personal information about you during and
after your work relationship with us, in accordance with the UK General Data Protection
Regulation (UK GDPR).

Following Brexit, Regulation (EU) 2016/679, General Data Protection Regulation (GDPR) is retained
EU law and known as UK GDPR. The UK GDPR sits alongside an amended version of the Data
Protection Act 2018 that relate to general personal data processing, powers of the Information
Commissioner and sanctions and enforcement. The GDPR as it continues to apply in the EU is known
as EU GDPR.

It applies to all current and former employees, workers and contractors.

Who collects this information?

Edison Pace Schoolis a “data controller.” This means that we are responsible for deciding how we
hold and use personal information about you.

We are required under data protection legislation to notify you of the information contained in this
privacy notice. This notice does not form part of any contfract of employment or other contract to
provide services and we may update this notice at any time.

It is important that you read this notice with any other policies mentioned within this privacy notice,
so that you understand how we are processing your information and the procedures we take to
protect your personal data.

Data protection principles

We will comply with the data protection principles when gathering and using personal information,
as set out in our data protection policy.

Categories of information we collect, process, hold and share

We may collect, store and use the following categories of personal information about you:

« Personalinformation and contact details such as name, title, addresses, date of birth, marital
status, phone numbers and personal email addresses

+  Emergency contact information such as names, relationship, phone numbers and email
addresses

+ Information collected during the recruitment process that we retain during your employment
including references, proof of right to work in the UK, application form, CV, qualifications

+  Employment contract information such as start dates, hours worked, post, roles

» Education and training details

+ Details of salary and benefits including payment details, payroll records, tax status
information, national insurance number, pension and benefits information

+ Details of any dependants

* Your nationality and immigration status and information from related documents, such as
your passport or other identification and immigration information

+ Information in your sickness and absence records such as number of absences and reasons
(including sensitive personal information regarding your physical and/or mental health)

+ Criminal records information as required by law to enable you to work with children

* Your trade union membership

+ Information on grievances raised by or involving you

+ Information on conduct and/or other disciplinary issues involving you

« Details of your appraisals, performance reviews and capability issues
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Details of your time and attendance records

Information about the use of our IT, communications and other systems, and other monitoring
information

Details of your use of business-related social media

Images of staff captured by the school’s CCTV system

Your use of public social media (only in very limited circumstances, to check specific risks for
specific functions within the school, you will be noftified separately if this is fo occur); and
Details in references about you that we give to other

Recordings of staff from the school’s video conferencing platform

Your racial or ethnic origin, sex and sexual orientation, religious or similar beliefs

How we collect this information

We may collect this information from you in your application form, but we will also collect
information in a number of different ways. This could be through the Home Office, our pension
providers, medical and occupational health professionals we engage with, your trade union, and
even other employees. Information is also collected through CCTV, access control systems and any
IT system the school has in place.

How we use your information

We will only use your personal information when the law allows us to. Most commonly, we will use
your information in the following circumstances:

Where we need to perform the contract we have entered into with you

Where we need to comply with a legal obligation (such as health and safety legislation,
under statutory codes of practice and employment protection legislation

Where it is needed in the public interest or for official purposes

Where it is necessary for our legitimate interests (or those of a third party) and your interests,
rights and freedoms do not override those interests

When you have provided us with consent to process your personal data

We need all the categories of information in the list above primarily to allow us to perform our
confract with you and to enable us to comply with legal obligations.

The situations in which we will process your personal information are listed below:

To determine recruitment and selection decisions on prospective employees

In order to carry out effective performance of the employees confract of employment and
to maintain employment records

To comply with regulatory requirements and good employment practice

To carry out vetting and screening of applicants and current staff in accordance with
regulatory and legislative requirements

Enable the development of a comprehensive picture of the workforce and how it is
deployed and managed

To enable management and planning of the workforce, including accounting and auditing;
 Personnel management including retention, sickness and attendance

Performance reviews, managing performance and determining performance requirements
In order to manage internal policy and procedure

Human resources administration including pensions, payroll and benefits

To determine qualifications for a particular job or task, including decisions about promotions
Evidence for possible disciplinary or grievance processes

Complying with legal obligations




+ To monitor and manage staff access to our systems and facilities in order to protect our
networks, the personal data of our employees and for the purposes of safeguarding

+ To monitor and protect the security of our network and information, including preventing
unauthorised access to our computer network and communications systems and preventing
malicious software distribution

* Education, training and development activities

+ To monitor compliance with equal opportunities legislation

+ To answer questions from insurers in respect of any insurance policies which relate to you

+ Determinations about confinued employment or engagement

+ Arrangements for the termination of the working relationship

+ Dealing with post-termination arrangements

+ Health and safety obligations

+ Prevention and detection of fraud or other criminal offences

+ To defend the school in respect of any investigation or court proceedings and to comply
with any court or tribunal order for disclosure.

Some of the above grounds for processing will overlap and there may be several grounds which
justify our use of your personal information.

If you fail fo provide certain information when requested, we may not be able to perform the
confract we have entered into with you, or we may be prevented from complying with our legal
obligations.

We will only use your personal information for the purposes for which we collected it, unless we
reasonably consider that we need to use it for another reason and that reason is compatible with
the original purpose.

How we use particularly sensitive information

Sensitive personal information (as defined under the UK GDPR as “special category data”) require
higher levels of protection and further justification for collecting, storing and using this type of
personal information. We may process this data in the following circumstances:

* Inlimited circumstances, with your explicit written consent

*  Where we need to carry out our legal obligations in line with our data protection policy

*  Where it is needed in the public interest, such as for equal opportunities monitoring (or in
relation to our pension scheme)

*  Where itis needed to assess your working capacity on health grounds, subject to appropriate
confidentiality safeguards. Less commonly, we may process this type of information where it
is needed in relation to legal claims or where it is necessary to protect your interests (or
someone else's interests) and you are not capable of giving your consent

We will use this information in the following ways:

+ Collecting information relating to leave of absence, which may include sickness absence or
family related leave

+  To comply with employment and other laws

+ Collecting information about your physical or mental health, or disability status, to ensure
your health and welfare in the workplace and to assess your fitness to work, to provide
appropriate workplace adjustments, to manage sickness absence and to administer benefits

+ Collecting information about your race or national or ethnic origin, religious, philosophical or
moral beliefs, or sexual life or sexual orientation, to ensure meaningful equal opportunity
monitoring and reporting




To record trade union membership information to pay trade union premiums and to comply
with employment law obligations




